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ABSTRACT
HIV status disclosure fields in online sex-social applications
("apps") are designed to help increase awareness, reduce
stigma, and promote sexual health. Public disclosure could
also help those diagnosed relate to others with similar statuses to feel less isolated. However, in our interview study
(n=28) with HIV positive and negative men who have sex
with men (MSM), we found some users preferred to keep
their status private, especially when disclosure could stigmatise and disadvantage them, or risk revealing their status
to someone they knew offline in a different context. How
do users manage these tensions between health, stigma, and
privacy? We analysed our interview data using signalling
theory as a conceptual framework and identify participants
developing ‘signal appropriation’ strategies, helping them
manage the disclosure of their HIV status. Additionally, we
propose a set of design considerations that explore the use
of signals in the design of sensitive disclosure fields.
CCS CONCEPTS
• Human computer interaction (HCI) → Empirical studies in HCI; HCI theory, concepts and models.
KEYWORDS
signal appropriation, signalling theory, online dating, privacy
unraveling, HIV disclosure, stigma, stigmatized populations
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1 INTRODUCTION
Research with people living with human immunodeficiency
virus (HIV) (PLH) is still scarce within Human-Computer
Interaction (HCI). Studies have focused on the design and development of mobile phone based interventions to improve
antiretroviral medication adherence in patients (e.g., [45, 54,
65, 69]), and to promote HIV self-management (e.g., [15, 66]).
Yet, these interventions do not directly address management
of and coping with HIV-related stigma which can have a significant impact on the health of PLH [14, 78]. It is therefore
critical that interventions designed to reduce stigma are studied. As stigma is a social construct, integrating interventions
within existing online social environments may be a more
effective strategy than developing stand-alone tools [82].
Recognising this, many sex-social apps used by MSM have
integrated public HIV status disclosure fields in various different forms. Increased openness of HIV status information
can help raise awareness, educate, and normalise HIV, as well
as increasing people’s known contact with PLH, all of which
could help cultivate less stigmatised perceptions around the
condition [14, 49, 82]. Increased disclosure can help reduce
the spread of the virus, as it allows this at-risk population
to make more informed sexual risk decisions. Yet, in online
environments like these where people act to increase their
own desirability [24, 31, 86, 89], some users may feel unable
to publicly disclose due to the stigma that HIV attracts. This
is especially pertinent amongst newly diagnosed users, half
of whom report negative self-image and mental wellbeing
concerns in the 12 months post-diagnosis [75].
The purpose of this study was to understand how current
users are interacting with these HIV disclosure fields to help
inform design approaches to reduce stigma, and promote
openness around HIV, whilst also providing a supportive
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environment for those who feel unable to publicly disclose.
We gain this understanding through interviews conducted
with 14 PLH and 14 HIV negative MSM in London, UK.
These sex-social environments operate like markets [25,
39, 49, 82], with a supply and a demand and the need for
users to ‘signal’ otherwise private information to each other
to promote their own desirability. We therefore analyse this
data using the conceptual framework of signalling theory. In
doing so, we explore how our participants interact with these
HIV signalling systems to manage the disclosure of their
status, and make several contributions to the HCI literature:
– We provide a novel empirical contribution to HCI by applying signalling theory to sex-social applications. We use
this theory to understand how MSM interact with HIV
disclosure fields to manage their status using explicit and
implicit forms of communication.
– We identify a form of technology appropriation which
involves the cultivation of signals, helping users manage
their privacy and fulfil certain psychological needs (e.g.,
belonging, relatedness).
– We propose a set of design considerations that draw on
signalling theory to help reduce the stigmatising cost of
HIV disclosure and help cultivate a supportive environment for potentially vulnerable users who may feel unable
to disclose their status publicly.
2 BACKGROUND AND RELATED WORK
This section provides a background on HIV in the UK and
explores the literature on HIV stigma, privacy, and disclosure.
We then provide an overview of HIV disclosure fields in
many of today’s sex-social apps used by MSM. Finally, as
we explore our interview data using signalling theory, we
introduce this theory and discuss how it has been used within
the field of HCI.
2.1 HIV in the United Kingdom
HIV disproportionately affects MSM in the UK, making up
54% of new diagnoses in 2016 [13]. Highly active antiretroviral therapy (HAART) means those diagnosed can often become ‘undetectable’, a term used to describe a PLH who has
an undetectable level of the virus (viral load) in their blood.
Once undetectable, extensive studies have shown the risk of
HIV transmission is suppressed to effectively zero [67, 68].
To raise awareness of this fact, the term ‘U=U’ is commonly
used, meaning undetectable equals untransmittable. Despite
this, new infections are still occurring, in part due to those
unknowingly infected with HIV [9, 36, 63]. In the UK, it is
estimated that 13% of MSM living with HIV are unaware of
their condition [13]. Alongside advances in treatments for
those diagnosed, pre-exposure prophylaxis (PrEP) drugs to
protect those who are at risk of HIV infection are becoming
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more widely available. These changes in the treatment landscape have created a multitude of different HIV statuses that
individuals may identify as:
• HIV Negative. Those who have tested negative; however,
those who are untested may also identify with this status.
• Negative on PrEP. Those taking this precautionary drug
may identify as Negative on PrEP, and are likely to undergo
regular HIV testing as part of the prescription process.
• HIV Positive. PLH who have a detectable viral load, and
are still at risk of onward transmission during condomless
sex.
• Undetectable. PLH who are on effective treatment who
have an undetectable viral load.
• Not Known. Those who have not been recently tested, or
have never been tested.
2.2 HIV Related Stigma and Disclosure
Stigma is a social construct based on the existence of "marks"
or "traits" among individuals that make them be perceived
as ‘different’ or ‘not normal’ from a socially-conceived perspective. According to Goffman [33], the bearers of such
discrediting marks have ‘spoiled social identities’ that often lead to negative outcomes in social interactions such as
rejection from others and self-isolation.
In the UK, around half of MSM who live with HIV reported
feeling shame, guilt, and low self-esteem and/or self-blame
in relation to their HIV status in the 12 months after diagnosis [75]. It is important to note, however, that HIV-related
stigma exists as long as it is perceived by PLH themselves,
and the degree to which stigma affects these individuals is
related to the valence and salience of such perceptions [58].
Consequently, much of the research on stigma from the social sciences has been focused on the identification of coping
strategies that allow individuals to ameliorate the negative
effects of stigma in their lives. Such strategies include accepting the stigmatising trait and showing it to others (e.g., a gay
man showing his sexual interest for other men in public),
hiding the stigmatising condition (i.e., passing as someone
who does not have the stigmatising trait), denying that the
stigmatising condition applies to the individual, or denying
that such stigma even exists [58].
Stigma has been linked to negative outcomes such as discrimination, prejudice, identity devaluation and deterioration of physical and psychological health [10, 40, 51, 52]. In
the case of HIV, stigma has been associated with depression
and anxiety, especially when PLH have been the target of
stigma in the form of discrimination or rejection [40, 59].
Stigma can also impact on access to and exchange of social
support as PLH find it difficult to disclose their status to
others due to fears of rejection [44, 62, 83]. Moreover, reduced HIV disclosure can risk increasing HIV transmission
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rates [64]. Yet research with certain ethnic groups in the US
show PLH are often not disclosing [18] or are misreporting [17] their status to potential sexual partners met online,
prior to meeting. While studies have shown that individuals are more comfortable discussing HIV status online, as
opposed to offline [17, 70], the desire for privacy can create
barriers to disclosure.
Previous research finds people develop different disclosure
strategies for managing tensions between privacy to shield
them from stigma, and disclose to facilitate the revealing of
their status to gain support [73]. For instance, PLH have been
found to develop signalling strategies in interpersonal communications to reveal their status. These signals "straddle
the line" between being public and remaining private [19].
People may engage in verbal hinting, or use physical items
as symbolic hints (e.g. HIV leaflets left on a coffee table) [71].
Research on revealing sensitive, potentially stigmatising information about the self in online social networks found
similar strategies being adopted (e.g., sharing a blog post
that someone else wrote on the sensitive topic) [3].
Researchers have tried to identify ways to minimise stigma
at the individual (i.e., the bearer of the stigmatising trait)
and at the population level (i.e., society). At the individual
level, it has been found that PLH can alleviate the effects
of HIV-related stigma by receiving peer support from "buddies" or "mentors" who are going through a similar experience [10, 79]. At the population level, misinformation regarding HIV transmission and negative attitudes toward same
sex orientation have been identified as the main factors that
exacerbate HIV-related stigma [38, 40, 80]. Consequently, interventions have been designed to promote positive attitudes
towards PLH. Brown et al. [14] completed a meta-analysis
of 22 studies assessing interventions to reduce HIV-related
stigma in the general public in the US and elsewhere. Results showed that providing information about HIV regarding transmission was not enough to minimise HIV-related
stigma. Instead, there also had to be more direct contact and
interaction with PLH.
2.3 HIV Status Disclosure Fields
There are a large number of sex-social apps designed for
MSM, and the way in which HIV status information is managed differs between apps. However, broadly two approaches
are used. The first, and most common approach is an explicit
HIV disclosure design. Users are presented with a drop down
menu containing a selection of HIV status options, and a
last test date input field (see example: Figure 1 left). The HIV
status options can vary between apps; for example, some
apps provide users with a "Not Sure" option, whilst others do
not. The second approach used primarily in the app Scruff
shown in Figure 1 (right) provides a safer sex practice disclosure field, allowing users to select from a range of safer
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Figure 1: Cropped screenshots of the HIV disclosure fields
in Grindr (left), and Scruff (right).

sex practices (e.g., condoms, PrEP, Treatment as Prevention).
This design allows users to select more than one option, and
is ambiguous as to whether it is the safer sex practices of the
individual disclosing, or what this individual is looking for
in others, or both. Some applications also provide users with
the option to identify with the HIV positive community. For
example, Grindr provides its users with a tribe called "Poz",
whilst Scruff allows users to state "I am Poz".
2.4 Signalling Theory
Signalling theory has its roots in economics, with signalling
proposed as a mechanism for dealing with information asymmetry, where one transaction party holds more or better information than another. In Akerlof’s [2] "Market for Lemons"
work, he relates uncertainty and quality to provide a structured understanding of how dishonesty can negatively impact an entire market. To mitigate this, Spence [74] proposed
signalling as a means for one party to reveal information to
another to reduce information asymmetry. These are often
referred to as ‘signalling environments’ [26].
In environments where individuals act to maximise their
own value, Frank [29] described a phenomenon, the "full
disclosure principle", which is the opposite of the "Market
for Lemons" principle in that all individuals disclose to distinguish themselves from others, causing non-disclosure to
become unsustainable [6].
Non-disclosure can then have what Peppet describes as a
game-theoretic privacy unraveling effect [61] where undesirable assumptions develop around non-disclosures, effectively removing the element of control from privacy decisionmaking. This effect has been explored in an experiment involving information disclosure in a labour market [8], in a
study of eBay Motor listings [50], and in a qualitative study
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into the disclosure of HIV status information in a sex-social
application [82].
Whilst signalling in economics is focused on reducing
information asymmetry between transaction parties, in biology the focus is on understanding how signals stay reliable.
This is especially important as signalling is thought to be
a key mechanism in biological evolution, from mate selection [87], to predatory avoidance [53]. If signals are so critical
to evolution, how do they stay reliable? One way is for signals to be costly to produce, and therefore costly to fake. If
a signaller uses excessive amounts of a finite resource, the
"wastage" of this resource can act as a signal. Those with
less of this resource would be unable to waste it, making the
signal reliable. Zahavi coined this the "handicap principle"
[87] referring to golfer’s who "waste" their strokes to signal
their ability.
Signals are also present in human communication [60],
developing through a much faster process of cultural evolution [21]. Donath [21] identifies three types of signals that
can occur in human social interactions. The first two are categorised as assessment signals, as the quality being signalled
is inherent within the signal itself. These are (1) honest signals (e.g., handicap principle), and (2) index signals, which
require the individual to possess the quality for the signal to
be produced, e.g., golfers signal the strength in their arms by
the quality of their swing. The final type is a (3) conventional
signal which develops meaning through an established process of social convention. For example, the use of capitalised
letters to signal shouting.
In this paper, we use Donath’s [21] definitions of cues,
signals, and evidence. She defines cues as anything used to
infer some hidden quality or information. A cue becomes a
signal where the sender has intention to convey the information, and evidence where the information is unintentionally
conveyed. These communication mechanisms do not have
to exist in isolation. For example, a person may signal some
hidden quality, yet when the signal is received it may be
evidence of a very different quality. As an example, a person
may drive a large petrol sports car to signal their wealth,
yet the signal receiver may use the car as evidence of the
person’s lack of concern for the environment.
2.5 Signals and Cues in HCI
Previous researchers have drawn on signalling theory to
understand and explain a range of online social technologies
and behaviours, often making reference to constructs from
the market metaphor (e.g., costs). Although metaphors can
help make sense of complex processes, they can also impact
on the shaping of people’s social constructions of reality [7].
This could have negative consequences when used in the context of online dating, such as the objectification of potential
partners [39]. However, our work focuses on understand the
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management of HIV status information, rather than using
signalling theory to understand relationship formations.
Although not explicitly applying signalling theory, previous HCI researchers have explored the use of digital artefacts
to mediate signalling in various different forms. For example, a recent study found people repurposing emojis with
different meanings to signal affection to specific groups or
individuals [84]. Cultural evolution of emojis has also occurred; for example, the peach fruit emoji is now a common
signal for buttocks rather than a type of fruit [5, 84].
In one study [48], online daters were provided with a
limited number of virtual roses that they could send to other
users to signal their interest. Limiting the number of roses
per user created an artificial cost, increasing the reliability
of the sender’s signal.
Signals have also been explored in an online job market
which identified "costly to fake" automatically generated
content about a user as being more influential in impression
formation than self-reported content [72]. However, selfreported data may not always be unreliable. The social aspect
of online social networks can create a form of validation
of claims that individuals make about their identity, with
incorrect information being "called out" by other users in
their network [42, 47, 81].
Online dating environments differ, consisting of pairwise
interactions [56], limiting this type of social information
validation. This can be particularly challenging when users
misreport or embellish aspects of themselves to increase
their online attractiveness [24]. In the absence of reliable
information, people may develop other techniques to evaluate identity claims. One study found people using subtle
"costly to fake" signals like poor spelling and grammar [24]
to support claims related to education levels. Another found
linguistic cues on dating profiles correlated with profile deceptions [76]. The unintentional nature of these signals mean
they are more costly to produce, and could act as honest signals.
Signals can also be used to help foster changes in perceptions in social environments. Levy and Barocas’ [49] research
on designing against discrimination identified a sex-social
app using ‘pledges’ to help cultivate stigma reducing norms
around HIV. The app asked users to pledge to "Live StigmaFree". Once made, the pledge appeared on the user’s profile
which also acted as a signal to other users, allowing them to
learn more about one another.
Where information could be used to stigmatise and discriminate, one approach could be to suppress it. However,
unintended consequences of this approach may disadvantage
a wider set of users, as was observed around an initiative
to remove questions related to job applicants’ criminal conviction histories from job application forms. Initially it was
thought this could help those with criminal records find
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employment, yet researchers found the absence of this information caused other cues (e.g., age, ethnicity, socioeconomic
status) to be used by some employers as evidence of a candidate’s likelihood of past criminal behaviour [20]. Another
approach is to allow users individual choice to disclose, yet
this too has limitations due to privacy unraveling effect that
we discussed in section 2.4. This effect could cause those not
disclosing to be assumed by others to be hiding something
undesirable [61].
What all these signalling systems have in common is the
need to be reliable. Systems that consistently support dishonest signalling lose reliability and break down. As Donath
argues, signalling systems should develop to be beneficial for
participants to produce reliable signals, yet costly to produce
deceptive ones [22].
3 METHODOLOGY
Past research has identified the potential benefits of introducing HIV disclosure fields into sex-socials apps [14, 49, 82]
whilst identifying potential privacy concerns with their "optional" disclosure design [82]. Signals can be cultivated in
various ways in social environments and so it is important to
understand how people interact with these systems to identify potential improvements in their design. We conducted
semi-structured interviews with both PLH and HIV negative
MSM and in this section we present our methodology.
3.1 Participant Recruitment
This research was conducted as part of a wider study exploring online privacy, disclosure, and identity management
behaviours around HIV status information with MSM living
in the UK. Participants (n=28) were invited to interview at
our London campus. One participant who was unable to
attend was interviewed via Skype. Our inclusion criteria for
participants were (1) identify as being male, (2) aged over 18,
(3) interested in having sex with men, and (4) active on at
least one online social network or sex-social network. Only
one participant reported no use of sex-social apps, but did
report using at least one online social network. As this work
was focused on sex-social app usage, this participant was
excluded from our qualitative analysis.
Recruitment was performed primarily online, advertising
on a number of online social and sex-social networks. We
also advertised in local social meeting points (e.g., cafes).
Participants were recompensed with a £15 voucher. Whilst
online recruitment can create sampling bias towards people
on those social networks, as our inclusion criteria included
use of social/sex-social networks, we do not believe that this
has an impact on our findings.
Our recruitment campaign ran for six months in 2017/18.
A total of 44 men expressed an interest in the study. 28
were interviewed, eight arranged interviews but cancelled,
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Figure 2: Bar chart showing age range of all participants, separated by HIV status (n=28).

and eight did not respond to follow-up e-mails. Of those
interviewed, 14 reported to be HIV negative (five Negative
on PrEP) and 14 HIV positive (12 Undetectable). Figure 2
shows the age distribution of participants, showing a good
distribution across ages except for under-representation in
the age groups 18-24 and 65+. This can be partially accounted
for by nearly 75% of gay and bisexual men newly diagnosed
with HIV in the last 10 years being aged between 25 - 49
years [13], and Internet usage rates falling in people over
the age of 60 [1].
We also asked each PLH how long they had been diagnosed to ensure we were capturing insights from PLH diagnosed for different periods of time. The PLH participants
reported a broad distribution of years since diagnosis (less
than one (n=2), one to two (n=3), two to five (n=3), five to
ten (n=3), over ten (n=3)). Finally, we asked each participant
the names of sex-social apps they used; 82.1% reported use
of Grindr, 64.2% used Scruff, 28.5% Tinder, 21.4% Hornet, and
14.2% reporting using BareBackRT (‘BBRT’).
3.2 Data Collection
Interviews lasted between 41 and 88 mins (M=63, SD=13.06)
and were audio recorded, and transcribed by the first author. The interviewer made hand written notes during each
interview, which were used to guide the analysis. The interviews were semi-structured and started with an "ice-breaker"
question about participants general social and sex social network usage. This was followed by open questions relating to:
online HIV disclosure behaviours, online social support for
HIV, online privacy, and online disclosure decision-making
around HIV status. Participants were encouraged to talk
freely about their experiences, perceptions, and behaviours.
If they had a story, they were encouraged to tell that story
if they felt comfortable doing so. Where a participant discussed something of interest with the interviewer, where
appropriate they were asked to elaborate (e.g. "could you
elaborate a little on what you mean by that?", "could you
explain that?").
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Table 1: Abbreviated HIV status symbols

Reported HIV Status

Abbreviated Symbol

Negative
Negative on PrEP
Positive
Undetectable

Neg
PrEP
Pos
U=U

3.3 Data Analysis
An initial inductive thematic analysis was conducted by the
first author [12], and was interleaved with data collection.
This allowed him to immerse himself in the data and reflect
on the interviews. Subsequent interviews were adapted as
knowledge and understanding of the topic developed. Open
coding was performed across each transcript using mindmaps to visualise codes across participants in support of axial
coding, and to explore differences in disclosure behaviours
and tensions. Use of visualisation tools at this stage of the
analysis is suggested by Braun and Clarke [12], and mindmaps have been previous used in HCI research (e.g., [4]).
During this analysis, we identified subtle forms of privacy and disclosure management behaviours, as well as assumptions developing around non-disclosures which we suspected were the effects of the privacy unraveling [61]. As
Peppet’s unraveling effect has its roots in signalling theory,
we reviewed this theory and used it to develop a thematic
theoretical framework to perform a deductive analysis. We
developed codes based on the following themes: signalling
costs; signals that develop around non-disclosures; reliability
of HIV status disclosures; and signalling strategies used to
manage HIV disclosure. Donath’s cues, signal, and evidence
constructs were separately coded [21]. The first author then
performed a second round of coding as part of the deductive
analysis using the developed thematic framework.
Each participant number is followed by an abbreviation
of the participant’s self-reported HIV status (see: Table 1). In
abbreviating PLH we used ‘Pos’ to refer to those who did not
report being undetectable, and ‘U=U’ to refer to those who
did report being undetectable. When discussing participants
more generally, we refer to them as being either PLH (i.e.,
HIV positive/undetectable) or negative to reduce complexity.

4.1 HIV Disclosure Behaviours and Tensions
Disclosure of HIV status information within sex-social apps
was much less common amongst PLH (see: Figure 3). Of
the subset who reported never publicly disclosing, most disclosed when interacting in private chats, although one PLH
reported never disclosing his status. When discussing HIV
disclosure, fear and stigma were often at the centre of participants’ decision-making, with tensions between people’s
values, needs, and goals affecting disclosure. In this section,
we first discuss the direct effect stigma has on disclosure,
and then explore some of these tensions.

3.4 Ethical Considerations
Due to the sensitive nature of HIV, we designed our study to
allow each participant to reflect on the details of the study
prior to making contact with the research team. To achieve
this, we published a website which contained a detailed
overview of what taking part would entail, and linked all our
advertising campaigns to this website. Before each interview,
participants were handed an information sheet detailing the
study, and were then asked to complete an informed consent

4.1.1 Fear and stigma. A prominent reason for keeping HIV
status undisclosed was stigma. Primarily, this took the form
of verbal abuse or loss of sexual opportunity. Whilst not
all PLH reported this, the impact it had on those that did
often caused them to remove their status from public display.
HIV related stigma can be particularly challenging for those
who already feel stigmatised (e.g., due to age, sexuality). For
instance, P21U=U describes his HIV status as an additional
"variable", on top of his already stigmatised older age: "so the
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Figure 3: Bar charts showing participants’ (n=28) reported
public HIV disclosures in sex-social apps.

form. Interviews were anonymised during transcription by
removing any names, unique references, or non-relevant detail that could be used to identify the participant. This study
protocol was submitted and approved by the University College London ethics board, reference number: 11699/001.
4 FINDINGS
This section presents the findings from our inductive and
deductive analysis. We first present the findings from our
initial inductive analysis in section 4.1, where we explore
our participants disclosure decision-making behaviours, and
tensions that were identified. We then present the findings
from our deductive analysis (section 4.2 onward) performed
using the conceptual framework of signalling theory.
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variables for me tend to be about age and so this introduced a
further variable".
For many, stigma and fear of rejection caused them to
keep their HIV positive status undisclosed; for others it was
a way of avoiding HIV related rejection. P1Pos for example
was active on the dating app Tinder. Whilst Tinder does not
provide an explicit field for reporting HIV status, he disclosed
in the free text field on his profile. This created an organic
filter, causing those who may reject him because of his status
to avoid making contact: "it kinda cuts out the bullshit as well
you know, [..] if you’ve got an issue with it, then, then don’t go
any further".
4.1.2 Threat to identity. Those able to disclose publicly had
often been living with HIV for some time, and had accepted
it as part of their identity. Yet, in the period after diagnosis,
life can be turbulent. Newly diagnosed PLH reported feeling
isolated and fearful of how people’s perceptions of them
would change. Some used sex-social apps anonymously to
help them find others for support. For example, P24U=U said
that: "[I] setup a profile initially that was saying [..] who else is
+?", whilst for P19U=U , these environments provided a means
for him to test the social response of his status in a less
accountable environment, saying: "I remember thinking at
the time, this is a way for me to, in essence to test the waters,
[..] to test what the reaction was".
HIV disclosure was often not consistent across all life
contexts, leading to concerns that disclosure in one context
could risk "outing" them in another. While HIV was part of
P27U=U ’s sexual identity, he did not want it forming part of
his identity at work and was concerned his work colleagues
would discover his status through sex-social apps: "where
I work there is a lot like, groups of gay people, there’s a lot
of groups like Pride and all sorts of kind of stuff and it’s like,
it starts to really blend the lines between dating and work"
(P27U=U ).
4.1.3 Value conflicts. Some participants discussed their values of openness and honesty as reasons for publicly disclosing their status. This was reported by both PLH and
negative participants: "I was just uploading the new profile
and it just seemed, it was a step that was there that just seemed
appropriate and you know it was aligned with my concepts
of transparency." (P12PrEP ). For PLH, being open about their
status would often come at a much higher cost. Abuse and
loss of sexual opportunity caused some to view their status
as "spoiling" their identity [33]. Keeping their status publicly
undisclosed allowed for greater control over access to this
aspect of their identity and how it was relayed to others. Participants would often prefer disclosing in private chats as this
allowed for a relationship to develop prior to disclosure. This
was described by P9U=U who said: "I think it [Undetectable
status] probably does scare people away a little bit even if they
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are relatively clued up, but then I kind of think it’s less when
you’ve been talking for a bit, [..] it’s not necessarily the first
thing you want others to see".
Although a more selective disclosure approach provides
greater control, participants were often conflicted between
maintaining privacy around their status, and being more
open to help normalise HIV. Public disclosure was seen as
a way to normalise HIV, and to make it more accepted and
less stigmatised. For example, P23U=U who was very open
about his status both offline and online stated: "it’s about
normalising things, it’s about, when something becomes usual
people stop having an issue with it, people stop noticing it".
Those keeping their status private would often report feeling
guilty at not taking a more open approach, perceiving their
silence to be contributing to the stigma around HIV.
Like those motivated to disclose to normalise HIV, others were driven by their values to educate. There is still a
considerable amount of out-of-date discourse around HIV,
and a number of our PLH participants reported spending
time curating their profiles with educational HIV information, as well as acting as an educator in private chats. Yet,
some became frustrated with having this role as it reduced
sexual excitement and detracted from their primary goal of
dating and finding prospective sexual partners. P24U=U who
originally disclosed publicly became frustrated at having
conversation about his status, stating: "I just thought no, I
can’t be bothered with all the, having to explain [..] so I just
took it off, so I choose to disclose now when I talk to somebody".
4.2 Changing Cost Dynamics
As discussed previously, the stigma that HIV attracts means
that for many MSM living with HIV, disclosure of their status
comes with a high social cost. This is especially significant
in sex-social environments, as HIV historically led to fear,
anxiety, and stigma around sex for MSM, and is often still
perceived that way today.
Whilst being HIV negative remains low cost, the time
elapsed since being tested often had a negative effect on disclosure cost. As P10PrEP described: "I’m always a bit dubious
when last time tested is like 2016, that’s always a bit "ok, you
seem to think that it’s ok [to test] every year"". An out-of-date
test could be used as evidence that the signaller was not taking care of their sexual health. Some participants recognised
this and instead removed the last test date from their profile
to avoid this acting as an undesirable cue.
The increasing use of PrEP within this community has
the potential to increase the cost of a negative status for
those not on PrEP. The date of last test is perhaps less significant when the profile is disclosing PrEP use, as they are
actively protecting themselves from HIV between tests even
when engaging in condomless sex. Moreover, as part of the
PrEP prescription, they are likely to be undergoing regular
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testing. For example, P8Neg stated: "PrEP has kind of reduced
my status, so before PrEP being negative was as good as you
could get, but now with negative on PrEP that’s like an A* so
I’ve been demoted, irritating". However, not all participants
perceived PrEP status as being a low cost signal. Some felt
unintentional signals had developed around its use, evidence
of an increased willing to engage in condomless sex, a behaviour known as "barebacking". P23U=U reported the reason
his husband did not disclose being on PrEP: "He said there’s a
perception, and he’s right, in the gay community that if you’re
on PrEP, then you are therefore automatically into bareback sex
and he’s not, so he doesn’t want the solicitations from people
who are going to assume that".
Along with increasing the cost of a negative status, increased usage of PrEP within the community, combined with
the advent of U=U, appears to have reduced the cost associated with an HIV positive disclosure. Our findings suggest
this has resulted for two reasons: Firstly, PrEP taken correctly
prevents the acquisition of HIV which allows people to be
in control of their own HIV risk, reducing fear. Secondly,
in the process of learning about and being prescribed PrEP,
many participants reported becoming much more aware and
knowledgeable of wider HIV related issues. One participant
even suggested that it had resulted in a cultural shift: "I think
because the culture has changed so much because of PrEP and
the recent findings that if you’re undetectable then you just
can’t pass it on that guys are a lot more relaxed about it"
(P25U=U ).
4.3 Non-Disclosure Cues
In this section, we look to understand the social impact nondisclosures have on both PLH and negative participants, and
whether the privacy unraveling effect causes non-disclosures
to act as cues. Our analysis identified a number of instances
where PLH were concerned that by leaving their HIV status
undisclosed, this would act as a cue which could be used to
infer their HIV status. As an example, P9U=U removed his
status after he noticed a drop in responses: "when I took it
down I thought everyone’s going to think I’m positive. Maybe
that’s one of those things where like, seeing it as a whole is
different from what it personally means to you". Whilst this
fear did not result in P9U=U disclosing, P6Neg did choose to
disclose, in part, because of a fear of being perceived as being
HIV positive: "I put myself as negative also because I think
there’s a growing stigma, it might be just in my head, but if
you don’t put anything, it seems like you’re trying to hide
something, maybe, but that may just be in my head but I
thought, I am negative so I might as well say so".
Whilst some participants felt their own non-disclosure
could act as evidence of an undesirable status, they did not
always perceive this when viewing other profiles with undisclosed HIV statuses. Above we showed how P6Neg disclosed
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his status through fear of being stigmatised, but when asked
how he perceived this in others he stated: "I think if you don’t
have anything, my initial reaction is, they just haven’t put it
in, [..] I don’t think "oh they’re positive and they don’t want
to say anything"". Some participants also felt non-disclosure
assumptions were reduced where other profile fields (e.g.,
age, height) were incomplete: "you get those people who don’t
put anything on their profile, have nothing or just one line, so
they don’t file their age their height anything like that, umm
but I think for people that bother to fill in, you know a reasonable section of the profile information, they answer their HIV
question" (P8Neg ).
4.4 Signal Reliability
When users publicly signal their HIV status information in
sex-social apps, there is typically no form of verification that
the status disclosed is accurate. In this section we explore
the reliability of these signals by looking at what makes a
signal reliable, and how our participants act to increase their
trust in the signals of others.
The most common statuses being signalled amongst participants were either HIV negative or HIV negative on PrEP.
It was not uncommon for the reliability of these signals to
be questioned due to the trust that is required in the signal
sender: "in a way [public disclosure] is bad because you’re relying on that person to be honest" (P2Neg ). The reliability of HIV
negative signals was often questioned, especially when the
time since last test had elapsed passed a certain point. The
change in cost dynamics discussed in section 4.2 appeared
to affect the reliability of HIV status information: "I kind of
think, if [..] it’s [last HIV test] a year or two ago well, it doesn’t
mean anything really, you don’t know is what you’re saying"
(P8Neg ).
The relatively low-cost associated with a negative on PrEP
status means individuals who possess a high cost status may
become incentivised to misreport their status to avoid being
stigmatised. Whilst non-disclosure is an option, the privacy
unraveling effect discussed in section 4.3 can also result in
non-disclosures becoming stigmatised. We found a number
of PLH had misreported or seen others misreporting their
HIV status. For example, one PLH who used Scruff stated:
"I’ve unticked the treatment one [Treatment as Prevention], because that’s implying that you’re on treatment [HIV positive],
so I didn’t want to just broadcast that [..] I left PrEP on there
because I’m in that same category" (P27U=U ). However, for
a number of other participants the disclosure options provided by Scruff created uncertainty causing them to either
abandon the feature, or tick all the options available: "it isn’t
very clear whether it’s what you engage in, or what you expect
your partner to engage in, so I tick them all because I think if
somebody who is on PrEP wants to approach me, then yes there
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would be a conversation" (P28U=U ). A number of other participants reported that they felt being negative on PrEP was
very similar to being undetectable. Both are unable to pass
on the virus, and both are taking very similar medication.
This caused some of our undetectable participants to misreport or contemplate misreporting their status as negative on
PrEP.
Typically, the most reliable signal that was reported was an
HIV positive or undetectable status. As these signals come
with high social costs, the perception was that a person
would be unlikely to signal these statuses unless they were
accurate. For men looking to engage in unprotected "bareback" sex, the reliability of these signals was much more
important than to those with a preference for condoms. For
these individuals, signals with higher reliability were much
more attractive: "I think the one thing about the majority of
the guys in my fraternity being HIV positive, we’re getting regularly checked for other diseases, which in itself umm, negative
guys have said "well, you can tell you’re quite attractive to a
negative guy because you’re a pretty safe bet" do you know
what I mean?" (P16U=U ).
Participants felt inhibited in their ability to build trust online as opposed to offline. Consequently, participants found
it more difficult to evaluate the reliability of information
more generally, and in particular the reliability of HIV status
information: "anyone online can say "yeah I’m on PrEP, I’m
positive that I’ve got an undetectable viral load" but you don’t
know, but I think if you’re meeting with someone and you’re
going out with them and you’re dating them, you build that
trust" (P4Neg ). Some participants reported evaluating other
aspects of a user’s profile, attempting to establish the reliability more generally: "there’s that element of trust that actually
that picture of the 29 year old is actually, one, that they are
actually 29, rather than 45, positive, obese rather than, do you
know what I mean? umm, which at some point you’re gonna
[sic] find out and in a way, if [..] that and that don’t match up
to reality then you might kind of think, well hang on a minute,
does this [HIV status]?" (P2Neg ).
4.5 Signalling Strategies
4.5.1 Costly to produce. One strategy used by participants
was the "costly to produce" strategy. As discussed in section 4.4, HIV statuses with high social cost are often deemed
more reliable. Although being undetectable was not seen as
the most costly, some felt the cost was high enough to be
costly to produce: "I just don’t understand why you would lie
to say you’re undetectable when you could just lie to say you’re
negative, do you know what I mean?" (P3PrEP ). Yet, others
felt a positive status was "the only really believable claim",
suggesting "everything else should be taken with a pinch of
salt" (P8Neg ).
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This "costly to produce" signal strategy was particularly
effective with HIV negative participants who engaged in
regular unprotected "bareback" sex, as signal reliability for
this group was much more important than for those using
condoms. Yet, regular condom users also saw the benefit
of an undetectable status and its reliability: "I would feel
safer sleeping with somebody that was HIV positive and told
they were undetectable and I was on PrEP then I would if I
wasn’t and somebody was just randomly saying that they’d
had a [HIV] test" (P10Neg ). P23U=U recognised the benefit his
public status could afford others, and was very explicit in
relaying this information: "One of the things that I state on
my profile [..] is: "do you know what? you’re so much safer
having sex with somebody who knows themselves to be positive
and undetectable than having sex with somebody that tells you
that they are negative"".
4.5.2 Countersignaling. As we discussed in section 4.3, whilst
many of the sex-social apps provide a non-disclosure HIV
status option, where users choose to keep their status undisclosed, stigmatising cues can develop. A number of PLH who
chose not to publicly disclose their status performed "countersignaling". They acted to reduce the strength of these
non-disclosure cues by limiting disclosure across other parts
of their profile (e.g., weight, interests). This was explicitly
described by P26U=U who stated: "mine’s very limited in what
I fill out anyway so I think it just says my height and my
position and that’s it [..] so I guess if you answered all the other
questions and excluded that one [HIV status] then maybe someone might ask questions", when asked whether he restricted
disclosure of these other fields on purpose, he replied: "yep,
(laughter) [..] it’s that thing of I just don’t want everyone kind
of knowing about everything I guess"
Whilst P26U=U was explicit in his intention to countersignal the effects of unraveling, other participants who preferred
to keep their HIV status undisclosed also described limiting
disclosure across their profile: "my profile is exceptionally
thin on the ground, it’s basically got a picture of me where you
can’t see all of my face, you can see my mouth, it’s just got my
age, my background, my ethnicity, my height and that’s all"
(P24U=U ).
PLH who preferred to disclose their HIV status in more
intimate one-to-one interactions often reported developing
educational strategies to counter the stigmatising effects
of their HIV positive status. Participants reported various
means of achieving this. P21U=U used a feature in Grindr
called ‘saved messages’ to share HIV related information,
and a link to an online video 1 related to undetectable: "the
first one is quite a short paragraph which is [..] do you know
what undetectable means? Do you understand what that’s all
about?, the second is more kind of detailed, a statistical kind of
1 E.g.,

https://youtu.be/-Vew9W_dbkg
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thing, and the third one is a link to a YouTube video". P27U=U
used an image containing information related to evidence
based research on undetectable transmission rates: "I have a
photo that I send them which is from a recent study which is
basically a screenshot of text".
4.5.3 Unraveling as an intentional signal. So far, we have
discussed the effects of privacy unraveling in terms of its
potential to disadvantage users and limit their disclosure
choice. However, one participant reported exploiting the
effect to his advantage. P27U=U wanted to disclose his status
to others on Grindr to find other PLH that he could relate
to. This was challenging due to the location-aware nature
of the app creating a context overlap, meaning information
disclosed in his online sex-social life could leak across into his
professional life. In contrast to participants who engaged in
countersignaling to reduce the effect of unraveling, P27U=U
exploited this effect, recognising that by leaving his HIV
status undisclosed it would send a subtle signal of his HIV
positive status to other PLH, whilst limiting information
leakage to his work colleagues: "I don’t want to lie, and I
also need to find a way to let other people know [of his HIV
positive status] that are in the same scenario [..] it’s like finding
common ground, but you can’t find common ground if you’re
not going to share anything and then you don’t want some idiot
at work, you know flying off the handle kind of thing, it’s a bit
of a fine line [..] I think Grindr has got it the best because you
can just put nothing, and everyone puts something, so it’s very
subtle but you know, it’s actually not really subtle" (P27U=U ).
Here we can see the unraveling effect being exploited as an
intentional signal, allowing him to regain some control over
the disclosure of his status. This strategy afforded him a new
type of plausibly deniable HIV disclosure, allowing him to
manage the ill effects of information leakage across contexts.
4.5.4 Status Repurposing. The final strategy that we identified was the repurposing of signals. Whilst the HIV status
disclosure options that many sex-social apps provide seem
very explicit and rigid in their meaning, we identified some
users attempting to change their meaning. For example, a
number of our participants reported undetectable users disclosing as negative on PrEP to reduce disclosure cost and
to signal a desire to engage in bareback sex. A number of
our participants perceived PrEP users as being more promiscuous and into higher risk sex than non PrEP users. This
repurposing of negative on PrEP status was explicitly described by P20U=U : "I actually put negative on PrEP on my
profile for a bit, [..] I think some positive people might use
that as code [..] it’s not used by positive people as a way of
slipping under the radar of bigots umm, it’s definitely used
by people who want bareback sex, to advertise that, I think
that’s something that people do". Supporting this, a number of
undetectable participants stated strong similarities between
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being undetectable, and negative on PrEP: "I like kind of see
them as, I kind of think that if you’re undetectable it’s kind of
the same as being on PrEP, like you’re protecting other people
and yourself" (P26U=U ). P16U=U reported seeing a number of
undetectable users disclosing as negative on PrEP: "I just sort
of felt that, is it HIV guys actually saying they are negative
to make themselves more attractive? They’re on PrEP so I’m
looking after myself and all this stuff, and therefore can use
that as a lever, I might be wrong".
5 DISCUSSION
In this paper we use the theoretical framework of signalling
theory to understand how MSM manage HIV status information using the HIV status disclosure options in many of
today’s sex-social apps. We use these findings to discuss
ways in which design can be used to support the reduction
of stigma to lower the cost of disclosing for PLH. Yet, we
recognise this is a long-term goal. As such, we explore the
role of design in making these environments more supportive for those who feel unable to publicly disclose their status
due to the stigma attached to HIV, as well as those wanting
to be open about their status. These design considerations
are developed using the signalling strategies identified in
our findings.
5.1 Cultivating Stigma Reduction
Online sex-social apps are often well subscribed, with large
numbers of prospective partners available. Additionally, the
effort required to reject users is low, often performed with a
single finger gesture. As such, the social and physical costs
needed to reject users are minimal. This can make public
disclosure a difficult proposition for PLH. As our findings
show, the social cost of an HIV positive status is high due
to its perception as a socially undesirable attribute. Public
disclosure can become unaligned with people’s initial interaction goals of appearing desirable to others [32, 82]. Our
findings support this, with a number of PLH preferring to
disclose in more intimate one-to-one interactions after rapport had developed, which can increase the social cost of
rejection. As discussed in section 2.2 there are many health
and social benefits to public HIV disclosure, and sex-social
apps are well positioned to help reduce these costs through
design. Previous attempts have been made to design out
stigma with community ‘pledges’ [49]. These could benefit
online environments like these in two ways: firstly by placing HIV stigma into the social consciousness of users, and
secondly the ‘pledge’ could act as a conventional signal to
others, which may help PLH feel more confident in disclosing
to users signalling this ‘pledge’.
1. Cultivating perception change around HIV should be a
long-term goal within these environments. Designers could

Page 10

CHI 2019 Paper

consider developing stigma reducing signalling systems,
such as "living stigma-free" pledges.
Education as a means of updating out-of-date views around
HIV is used to help reduce stigma [46, 85], lowering the cost
of disclosing an HIV positive status. Some participants took
on the role of educator, both in public disclosures (e.g., adding
educational information on a profile), and in one-to-one interactions. Yet, we found frustrations developing with having
this role, which lead to users developing strategies to speed
up and regulate this process using existing app features.
While some of the sex-social apps integrate educational information, it is often outside the daily user interactions, and
is not easily accessible for sharing with others.
2. Designers could explore embedding educational HIV information and tools within interactions to help marginalised
users in educating others. Those less aware of HIV related
terms could become aware of them through their everyday
interactions in the app.
3. Reminders of the benefits of public HIV disclosure could
help both PLH and negative users. For PLH, it could provide disclosure purpose (e.g., stigma reduction). Yet, care is
needed to avoid placing pressure on those who feel unable
to disclose. Guidance could reassure recently diagnosed
PLH that public disclosure is not expected. For HIV negative users, this information could help them recognise the
public ‘good’ that PLH who disclose publicly are having
within their community.
5.2 Signal Appropriation
Researchers have studied how users self-present in various
online spaces, from social networking sites [41, 57, 77, 88]
to online dating environments [24, 31, 86, 89]. They have
also looked at how online users perceive the impressions
of others [28]. However, it is only recently that researchers
have started looking at how users navigate self-presentation
in online environments that are not designed to support their
needs, especially amongst stigmatised populations [3]. Explicit disclosure fields provide support for users motivated to
disclose their status publicly, but for those that are not, these
fields can limit their ability to keep this information private.
As a consequence, we find users appropriating these fields
using ‘signal appropriation’ strategies. We use this term to
describe the use of signals as a mechanism for appropriating
social technologies.
The explicit HIV disclosure design shown in Figure 1 (left)
provides users with a non-disclosure option, yet we find evidence to support previous research [82] that these fields
do not provide sufficient disclosure choice. The low disclosure cost, and subsequent ease in which a HIV negative
status is disclosed, can cause privacy to unravel around these
fields when undisclosed, becoming evidence of a signaller’s
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undesirable HIV status. The ambiguity of the second design approach shown in Figure 1 (right) appears to limit
this unraveling effect. The lack of definition can support
users in developing their own interpretations and meanings
around designs [11, 30, 37], and support users in less direct
forms of disclosure to reveal stigmatised aspects of their identity [3, 19, 23, 71]. Yet, if ambiguity is implemented through
increasing complexity (e.g., providing many possible variations of disclosure), this can confuse users, as it becomes
harder for signals and their meaning to cultivate and gain
consensus within a given social environment.
In part, the lack of complexity around privacy unraveling contributes to its privacy invasive nature, yet this same
simplicity allowed for this effect to be appropriated to reveal its affordance properties. The effect can provide PLH
with a means of connecting with one another for support
and feelings of relatedness and belonging - shown to help
reduce stigma [10, 79] - without having to explicitly disclose
their status. This is especially pertinent for users who fear
the social risk of post-disclosure rejection [62, 83]. Haimson et al. [35] found anonymity being used to create a less
socially risky environment for information seeking and support, a finding reflected in our work. But subtle signals can
provide an alternative approach to disclosing sensitive information online within existing, identifiable social networks.
This behaviour is not isolated to the disclosure of HIV status.
Andalibi et al.’s [3] research on communicating pregnancy
loss found women using digital artefacts as cues to signal
their loss to others. This too afforded them plausible deniability which allowing users to be selective in who they would
respond to if asked directly about their loss.
This has another potential benefit. The location-aware
nature of sex-social apps can lead to context collapse [55].
For instance, work colleagues may view each others’ profiles
while co-located at work. Research found PLH protect their
workplace roles by having a preference for privacy [27]. The
affordance properties of privacy unraveling could help protect this form of context overlap, while allowing PLH to signal their status. Many of the current explicit disclosure fields
provide binary disclosure states (Disclosed/Undisclosed). If
subtle signalling systems were developed around HIV disclosures, this transition from one state to another could be
made more fluid, providing a continuum of disclosure regulation through indirect, ambiguous disclosure behaviours,
consistent with previously identified offline disclosure strategies [19, 71].
4. Designers should consider the privacy implications of binary style explicit disclosure fields. Non-complex ambiguity could be used as a resource to limit the effect of unraveling, and promote a socially cultivated signalling system.
These could be used to develop subtle signals to support
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marginalised users in making less direct disclosures. This
could help them connect with similarly positioned users
for support and to fulfil psychological needs of relatedness
and belonging, whilst respecting privacy.
5.3 Harmful Signal Cultivation
We also identified various other signal appropriation behaviours occurring within these HIV signalling systems.
Like the repurposing of emojis to signal affection [84], some
participants repurposed both low-cost HIV statuses (e.g.,
"Negative, on PrEP") and high high-cost HIV statuses (e.g.,
"Undetectable status") to signal sexual risk preferences (e.g.,
"bareback sex"). Where these signalling systems, which rely
primarily on conventional signals, were unaligned with the
user’s needs, we found attempts to cultivate new meaning around HIV status cues by changing social convention
around them. Yet, this form of signal appropriation can have
a detrimental effect on honest signallers. For example, those
signalling PrEP use may be harmed by their status being
interpreted as evidence of wanting "bareback sex", leading
to increased stigmatisation around its use [34, 43]. The effects of this could be MSM at risk of HIV not seeking PrEP
as a result of this stigma [16]. Where dishonest signals develop, Donath [21] suggests finding ways of making these
signals more costly to produce. However, this can be challenging with conventional signals, and while some research
has explored designing in artificial costs [48, 82] this may
not always be possible. An alternative approach would be
to design in countersignals to support users to reduce these
stigmatising signals, and help prevent "devolution" of these
conventional signals. The second design shown in Figure 1
(right) allows for this type of countersignalling, providing
users with the ability to disclose a preference for both PrEP
and condoms.
Countersignals were also developed naturally by PLH,
helping them counter the undesirable effects of privacy unraveling. Some PLH who preferred to keep their HIV status
undisclosed would limit the disclosure of other information
on their profile to reduce the strength of the privacy unraveling signals. However, this meant limiting the non-HIV related information disclosed which could disadvantage them.
Although past research has found disclosure of fixed fields
in dating applications to be unrelated to perceived attractiveness [28], many modern sex-social application allow users to
filter on these fixed fields (e.g., age, height). If these fields are
left undisclosed, the user may experience reduced visibility
to others.
5. Designs could monitor these environments to identify the
repurposing of HIV status options, designing in countersignals to mitigate stigmatising signal appropriations (e.g.,
allowing PrEP users to signal a preference for condoms).
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6 LIMITATIONS
Our focus was on understanding online privacy and disclosure behaviours around HIV status in the MSM community
in the UK, yet most of our participants were recruited from
London which has a higher proportion of MSM, and higher
rates of HIV. Therefore, our participants may not be representative of the wider MSM UK population. We did not
control for ethnicity, and whilst this was only raised once
in the study, different signalling behaviours may cultivate
differently within different ethnic groups, and in different
cultural settings. Therefore, it is important to recognise that
while the signal appropriation principle presented in this
paper is likely to generalise, the specific signalling system
cultivated may not.
7 CONCLUSION
HIV disclosure fields in sex-social apps used by MSM are now
commonplace, yet tension exists between the benefits they
can provide (e.g., reduce stigma through formalising of language [49], increasing direct contact and interactions with
PLH [14]), and the privacy concerns of those marginalised
users who feel unable to publicly disclose their status in
such environments. Designers therefore have the challenging task of building interfaces to both support those who do
not yet feel able to disclose, while promoting disclosure for
the benefits it can provide. Yet, we find PLH participants who
preferred to keep their status undisclosed developing ‘signalling appropriation’ strategies to help them take control
over the disclosure of their status. For instance, identifying
affordance properties in the privacy unraveling effect which
allow them to subtly signal their status to others whilst simultaneously keeping it undisclosed; other PLH participants
developed countersignals to reduce the effects of privacy unraveling around undisclosed HIV statuses. Finally, we draw
from our findings together with previous work to propose a
set of design considerations that could facilitate the use of
signals to support the design of these sensitive disclosure
fields.
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